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What does this code do?

for (1 =0; 1 < n; i++) {
d [= x[1] » y[i];
}
return (1 & ((d - 1) >> 8)) - 1;




What does this code do?

for (1 =0; 1 < n; i++) {
if (x[1] != y[i])
return -1;

}

return 0;




't compares two buffers.

for (1 =0; 1 < n; i++) {
if (x[1] != y[i])
return -1;

}

return 0;




't compares two buffers.

for (1 =0; 1 < n; i++) {
if (x[1] !'= y[1])
return -1;

}

return 0;




't compares two buffers.

for (1 =0; 1 < n; i++) {
if (x[1] != y[i]) y:
return -1;

}

return 0;




't compares two buffers.

for (1 =0; 1 < n; i++) {
if (x[1] != y[i]) y:
return -1;

}

return 0;




't compares two buffers.

for (1 =0; 1 < n; i++) {
if (x[1] != y[i]) y:
return -1;

}

return 0;




't compares two buffers.

for (1 =0; 1 < n; i++) {
if (x[1] != y[i]) y:
return -1;

}

return 0;




't compares two buffers.

for (1 =0; 1 < n; i++) {
if (x[1] != y[i]) y:
return -1;

}

return 0;




't compares two buffers.

for (1 =0; 1 < n; i++) {
if (x[1] != y[i]) y:
return -1;

}

return 0;




't compares two buffers.

for (1 =0; 1 < n; i++) {
if (x[1] !'= y[i]) — y:
return -1;

}

return 0;




't compares two buffers.

for (1 =0; 1 < n; i++) {
if (x[1] != y[i]) y:
return -1; ¢—

}

return 0;




't compares two buffers.

for (1 =0; 1 < n; i++) { o 5ms
if (x[i] != y[i]) y:
return -1;
}
return 0;
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't compares two buffers.

for (1 =0; 1 < n; i++) {
if (x[1] != y[i])
return -1;

}

return 0; X




't compares two buffers.

for (1 =0; 1 < n; i++) {
if (x[1] != y[i])
return -1;

} >

return 0; X
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't compares two buffers.

for (1 =0; 1 < n; i++) {
if (x[1] != y[i])
return -1;

} >
return 0; ¢— X:
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't compares two buffers.

for (1 =0; 1 < n; i++) {
if (x[1] != y[i])
return -1;

}

return 0; X

8ms
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't compares two buffers.

pwd:
for (1 =0; 1 <n; 1++) { 5ms
if (x[1] != y[i]) guess:
return -1;
}
return 0; pwd:
8ms
guess:
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't compares two buffers.

pwd:
for (1 =0; 1 <n; 1++) { 5ms
if (x[1] != y[i]) guess:
return -1;
}
return 0; pwd:
8ms
guess:
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't compares two buffers.

pwd:
for (1 =0; 1 <n; 1++) { 5ms
if (x[1] != y[i]) guess:
return -1;
}
return 0; pwd:
8ms
guess:

Exiting early based on contents — leak!
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Must not exit early

for (1 =0; 1 < n; i++) {
if (x[1] !'= y[1])
return -1;

}

return 0;
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Must not exit early

for (1 =0; 1 < n; i++) {
d |= x[t] ~ y[i];
}
return (1 & ((d - 1) >> 8)) - 1;
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Must not exit early

Constant-time code

for (1 =0; 1 < n; i++) {
d |= x[t] ~ y[i];
}
return (1 & ((d - 1) >> 8)) - 1;
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Must not exit early

Constant-time code
Timing is independent of secrets

for (1 =0; 1 < n; i++) {
d |= x[t] ~ y[i];
}
return (1 & ((d - 1) >> 8)) - 1;
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Constant-time code is messy

for (j = 0; j < md_block_size; j++) {
uint8 t b = datal[j];
uint8_t is_past_c = is_block_a & constant time ge 8 s(j, c);
uint8_t is_past_cpl = is_block a & constant time ge 8 s(j, c + 1);
b = constant_time_select 8(is_past_c, 0x80, b);
b=0>b& ~is_past _cpi;
b & ~is_block b | is_block a;
if (j >= md_block _size - md_length _size) {

b = constant_time select 8(is_block b,
length_bytes[j - (md_block _size - md_length_size)], b);
}
block[j] = b;
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Constant-time code is messy

for (j = 0; j < md_block_size
uint8 t b = datal[j];
uint8_t is_past_c = is_block_a & constant time ge 8 s(j,
uint8_t is_past_cpl = is_block a & constant time ge 8 s(j, c + 1);
b
b=>b& ~is_past _cpi;
b & ~is_block b | is_block_a;
if (j >= md_block _size - md_length _size) {

constant time_select 8(is_past_c, 0x80, b);

b = constant_time select 8(is_block b,
length_bytes[j - (md_block _size - md_length_size)], b);
}
block[j] = b;

FaCT: A DSL for Timing-Sensitive Computation PLDI 2019 Sunjay Cauligi



Constant-time code is hard to write

OpenSSL padding oracle attack

Canvel, et al. “Password Interceptionin a
SSL/TLS Channel.” Crypto, Vol. 2729. 2003.
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Constant-time code is hard to write

TOTS RECOD T

" d int mac_size;

char mA[EVP_MAX_MD_SIZE];

+ int decryption_failed or_bad_recordmac = ©;

rr= &(s->s3->rrec);
= 17,13 +41 tis1p
enc_err = s->method->ss13_enc->enc(s,0);
if (enc_err <= 0)
{

- * decryption

ailed, silently discard message */
- if (enc_err < ©)
& {
= rr->length = 6;
s->packet_length = 0;

2 1

goto err;
+ T

nim: formation leaked via t

ing, we w

perform all computations before discarding the mes

+ o
+ decryption_failed or_bad_record mac = 1;

}

#ifdef TLS_DEBUG

#else
. goto err;
+ decryption_failed or_bad_record_mac
#endif
1
rr->length-=mac_size;
i=s->method->ss13_enc->mac(s,nd, @) ;
if (1 < @ || memcmp(md,&(rr->data[rr->length]),mac_size) != 0)
{
goto err;
+ decryption_failed or_bad_record_mac
4
}
+ if (decryption_failed_or_bad_record_mac)
> {
+ * decrypti ed, silently discard message */
+ rr->length = 0;
+ s->packet_length =
+ goto err;
+ }

/* r->length is now jus

if (s->expand != NULL)

{

L 1 intf
L_R_PRE_MAC_LENGTH_T00_LONG)
- goto err;
+ decryption_failed_or_bad_record_mac
1
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OpenSSL padding oracle attack

Canvel, et al. “Password Interceptionin a
SSL/TLS Channel.” Crypto, Vol. 2729. 2003.
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[ ] ° °
TOTE NCCOD T
— A
ed chal - EVP_DigestUpdate(&md_ctx,md,2);
+ int decryptio e EVP_DigestUpdate(&nd_ctx, rec->input, rec->length);
- EVP_DigestFinal ex( &md_ctx,md,NULL);
Tr= 8(s->33->| ~ EVP_MD_CTX_copy_ex( &md_ctx, hash);
= 17,13 +41 e EVP_DigestUpdate(&md_ctx,mac_sec,md_size);
enc_err = s> = EVP_DigestUpdate(&nd_ctx, ss13_pad_2,npad);
if (enc_err < - EVP_DigestUpdate(&md_ctx,md, md_size);
€ - EVP_DigestFinal ex( &nd_ctx,nd,&nd_size);
- * de =
2 if (ef = EVP_MD_CTX_cleanup(&nd_ctx);
E + if (send &&
- + EVP_CIPHER_CTX_mode(ssl->enc_read_ctx) == EVP_CIPH_CBC_MODE &&
+ $s13_cbe_record_digest_supported(hash))
- . .
goto e e L e
R e I /* This is a CBC-encrypted rec We must avoid leaking any
+ * timing-side channel information about how many blocks of
% - . .
. % + * data we are hashing because that gives an attacker a
; : o ucky Iming attac
+
}
- * npad is, at most, 48 bytes and that's with MDS
4ifdef TLS DEBUG + * 16+48+38 ence bytes) + 1+ 2 =75
B o v ’ : Al Fardan and Paterson. “Lucky thirteen:
+ With SHA-1 (the largest hash speced for SSLv3) the hash size . .
+ down by 8, resulting in a s
Breaking the TLS and DTLS d protocols.”
g : reaking tne an record protocols.
5 + unsigned j = 0;
* o o Oakland 2013.
+ § += md_size;
o + mencpy(header+j, ss13_pad_1, npad);
3 1 2 + j += npad;
+ memcpy(header+], seq, 8);
+ j+=8;
#else + header[j++] = rec->type;
- + header[j++] = rec->length >> 8;
o + header[j++] = rec->length & Oxff;
sendif +
+ s$513_cbc_digest_record(
rr->1¢ + hash,
15> + nd, &nd_size,
if (1 + neader, rec->input,
+ rec->length + md_size, rec->orig_len,
+ mac_sec, md_size,
= + 1 /* is SSLv3 */);
*+ }
} + else
+ if (decryptiof N L
Giesen + unsigned int md_size_ u;
d ! + /* Chop the digest off the end :-) *
+ * de
+ EVP_MD_CTX_init(&md_ctx);
+ rr->1
+
+ s->pa
. i + EVP_MD_CTX_copy_ex( &nd_ctx, hash);
s ) + EVP_DigestUpdate(&nd_ctx, mac_sec,md_size);
¢ + EVP_DigestUpdate(&nd_ctx, ss13_pad_1,npad);
TEE— + EVP_DigestUpdate(&nd_ctx, seq, 8);
if (s->expand + rec_char=rec->type;
p + EVP_DigestUpdate(&nd_ctx, &rec_char, 1);
+ p=nd;
+ s2n(rec->length, p);
+ EVP_DigestUpdate(&nd_ctx,md,2);
+ EVP_DigestUpdate(&nd_ctx, rec->input, rec->length);
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Constant-time code is hard to write

TOTS RECOD T
—
ed char = EVP_DigestUpdate(&nd_ctx,md,2);
+ int decryptio - EVP_DigestUpdate(&nd_ctx, rec->input, rec->length); — I
- EVP_DigestFi = unsigned char mac[SHA_DIGEST_LENGTH];
- + union { unsigned int u[SHA DIGEST_LENGTH/sizeof(unsigned int)];
Tr= 8(s->33->| - EVP_MD_CTX_ct + u ned char c[SHA_DIGEST_LENGTH]; } mac;
& 17,13 +411 = EVP_DigestUp
enc_err = 5> = EVP_DigestUpq /* decrypt HMAC|padding at once */
if (enc_err < - EVP_DigestUp: aesni_cbc_encrypt(in,out, len,
{ - EVP_DigestFis &key->ks, ctx->iv,0);
E * de
2 R - EVP_MD_CTX_c. if (plen) { /* "TLS" mode of operatior
& + if (!send && 5 /* figure out payload length */
- + EVP_CIPH < if (len<(size_t)(out[len-1]+1+SHA DIGEST_LENGTH))
- + ss13_cbe = return ©;
- . .
o g?[ic s /* - len -= (out[len-1]+1+SHA_DIGEST_LENGTH);
’ e + * + size_ t inp_len, mask, j, i;
p & + * dg + unsigned int res, maxpad, pad, bitlen;
+ decryf * A + int ret = 1;
} id + union { unsigned int u[SHA_LBLOCK];
+ o + unsigned char c[SHA_CBLOCK]; }

- S & Further refinements

if ((key->aux.tls_aad[plen-4]<<8|key->aux.tls_aad[plen-3])
>= TLS1 1 VERSION) {
len -= AES_BLOCK SIZE;

: 1 23 ; Removing all measurable

iv = AES_BLOCK_SIZE;

,

sendif . menc B 3 . . .
: timing differences
ch + memc R key->aux. tls_aad[plen-2] = len>>8;
£ 1 2 i A i key->aux.tls_aad[plen-1] = len;
o+ i + if (len<(iv+SHA DIGEST_LENGTH+1))
+ 8 + return @;
#else i head +
- t: head + /* omit explicit iv */
e s head + out += iv;
#endif = A len iv;
+ ss13 +
dcel 1 - /* figure out payload length */
12 2 5 pad = out[len-1];
A5 i + maxpad = len-(SHA_DIGEST_LENGTH+1);
M + maxpad |= (255-maxpad)>>(sizeof (maxpad)*8-8);
. : + maxpad &= 255;
+
1 : e 3 + inp_len = len - (SHA_DIGEST_LENGTH+pad+1);
+ mask = (0-((inp_len-len)>>(sizeof (inp_len)*8-1)));
4 i (decryptiof : “‘m[ i inp_len &= mask;
- ¢ . . + ret & (int)mask;
+ * de
+ rre>1 N e calculate HMAC and verify it */
+ s->pal : o + key->aux. t1s_aad[plen-2] = inp_len>>8;
+ goto 2 + key->aux. t1s_aad[plen-1] = inp_len;
- 3 + EVP. ¥
> M EVE. + /* calculate HMAC */
/* r->length 5 XY

i key->nd = key->head;
if (s->expand

SHAL_Update (&key->nd, key->aux. t1s_aad, plen);
¢ +

- SHAL Update (&key->nd, out+iv, len);
- SHAL Final(mac, &key->nd) ;

+#if 1
d + len -= SHA_DIGEST_LENGTH; /* amend mac *
+ if (len>=(256+SHA_CBLOCK)) {
+ J = (len-(256+SHA_CBLOCK))&(0-SHA_CBLOCK);
+ J += SHA_CBLOCK-Key->nd.num;
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Goal: Write readable code

for (1 =0; 1 < n; i++) {
if (x[1] != y[1])
return -1;

}

return 0O;




Goal: Write readable code

for (1 =0; 1 < n; 1++) { for (1 = 0; 1 < n; i++) {

if (x[1] !'= y[i]) | d |= x[1] ~ y[i];
return -1; } ’
} return (1 & ((d - 1) >> 8)) - 1;
return 0O;
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Goal: Write readable code

for (1 =0; 1 < n; i1++) { FaCT for (1 =0; 1 <n; 1++) {
if (x[i] !'= y[1]) d |= x[1] ~ y[1];
return -1; 1

} return (1 & ((d - 1) >> 8)) - 1;
return 0O;




Goal: Write readable code

for (1 =0; 1 <n; 1++) { FaCT for (1=0; 1L <n; 1++) {
if (x[1] !'= y[1]) d |= x[1] »~ y[1];
return -1; 1 ,

} return (1 & ((d - 1) >> 8)) - 1
return 0O;

Transforms readable code into constant-time code
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Transforming to constant-time

e What to transform?
e How to transform?

e What not to transform?

e Evaluation




Transforming to constant-time

e What to transform?
e How to transform?

e What not to transform?

e Evaluation




Transform everything?

1f (secret) {
X = 19;
}




Transform everything?

1f (secret) {
X = 19; [ :>> X = -secret & 19 | (secret-1) & x;

}
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Transform everything?

Slower but necessary
i1f (secret) { |

[ \
X = 19; [ :>> X = -secret & 19 | (secret-1) & x;

}
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Transform everything?

Slower but necessary
i1f (secret) { |

[ \
X = 19; [ :>> X = -secret & 19 | (secret-1) & x;

}

if (public) {

y = 42; | >y

-public & 42 | (public-1) & y;

}
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Transform everything?

Slower but necessary
A

1f (secret) { [ \
X = 19; [ :>> X = -secret & 19 | (secret-1) & x;

}

Slower and unnecessary!
1
X)ublic-l) & vy;

if (public) { (
y = 42; I :>> y = -public &

}
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Transform everything?

Slower but necessary
i1f (secret) { |

[ \
X = 19; [ :>> X = -secret & 19 | (secret-1) & x;

}

Slower and unnecessary!

if (public) { ( \
y = 42; [ :>> y = -public & ublic-1) & vy;

}

Only transform if code leaks secret values
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—xplicit secrecy in the type system

secret uint32 decrypt(
secret uint32 key,
public uint32 msg) {

if (key > 40) {

}




—xplicit secrecy in the type system

secret uint32 decrypt(
secret uint32 key,
public uint32 msg) {

if (key > 40) {

}




—xplicit secrecy in the type system

secret uint32 decrypt(
secret uint32 key,
public uint32 msg) {

if (key > 40) {

}
We can detect secret leakage!
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Type system detects leaks via...
e Conditional branches

e Early termination

e Function side effects

e Memory access patterns

e Direct assignment




Type system detects leaks via...

e Conditional branches

e Early termination - FaCT transforms these

e Function side effects
e Memory access patterns

e Direct assignment
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Type system detects leaks via...

e Conditional branches
e Early termination

e Function side effects

e Memory access patterns

e Direct assignment

FaCT: A DSL for Timing-Sensitive Computation

- FaCT transforms these

- FaCT disallows these




Transforming to constant-time

e What to transform?
e How to transform?

e What not to transform?

e Evaluation




Transforming to constant-time

e What to transform?
e How to transform?

e What not to transform?

e Evaluation




Transtorming control flow

e Conditional branches

e Early termination

e Function side effects




Transtorming control flow

e Conditional branches

e Early termination

e Function side effects




Transform secret conditionals

if (s) {
X = 40;
} else {
X = 19;
y = X + 2;




Transform secret conditionals

if (s) {

X = 40; [ ::> X =-s & 40 | (s-1) & x;
} else {

X = 19;

y = X + 2;




Transform secret conditionals

if (s) {

X = 40; [ ::> X =-s & 40 | (s-1) & x;
} else {

X = 19;

y = X + 2;




Transform secret conditionals

if (s) {

X = 40; [ ::> X =-s & 40 | (s-1) & x;
} else {

X = 19; I ::> X = (s-1) & 19 | -s & x;

y = X + 2; y =(s-1) & (x +2) | -s & y;
}
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Transform secret conditionals

if (s) {

X = 40; [ ::> X =-s & 40 | (s-1) & x;
} else {

X = 19; I ::> X = (s-1) & 19 | -s & x;

y = X + 2; y = (s-1) & (x +2) | -s & vy;
}
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Secret returns are conditionals too

if (s) {

return 40;

}




Secret returns are conditionals too

if (s) {

return 40;

}

FaCT: A DSL for Timing-Sensitive Computation

if (s) {
if (!done) {
::> rval = 40;
done = true;
}
}

return rval;
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Secret returns are conditionals too

if (s) {
if (s) { if (!done) {

return 40; E:i:> rval = 40;
} done = true;
}

}




Secret returns are conditionals too

if (s) {
if (s) { if (!done) {

return 40; E:i:> rval = 40;
} done = true;
}

}




Secret returns are conditionals too

if (s) {
if (s) { if (!done) {
return 40; rval = 40; rval = (-s & (done-1)) & 40 | ...
} |:> done = true; done = (-s & (done-1)) & true | ...
}
}
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Transforming to constant-time

e What to transform?
e How to transform?

e What not to transform?

e Evaluation




Transforming to constant-time

e What to transform?
e How to transform?

e What not to transform?

e Evaluation




Not all transformations are good

e May produce inefficient code
e May produce unsafe code




Not all transformations are good

e May produce inefficient code
e May produce unsafe code

Type system rejects such programs




Inefficient transformations

x = buffer[secret_index];




Inefficient transformations

for (uint32 1 from 0 to len buffer) {

x = buffer[secret_index]; | ::> if (1 == secret_index) {
x = buffer[i];
}

}
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Inefficient transformations

0(1) O(n)

for (uint32 1 from 0 to len buffer) {

x = buffer[secret_index]; | ::> if (1 == secret_index) {
x = buffer[i];
}

}
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Inefficient transformations

O(1)

x = buffer[secret_index];




Inefficient transformations
0(1)

x = buffer[secret_index];

Reject if transformation is inefficient




Unsafe transformations

if (j < secret_len) {
x = arr[jl;

}




Unsafe transformations

if (j < secret_len) { | :>> x = -(j < secret_len) & arr[j]
x = arr[j]; | ((j < secret_len)-1) & x;

}
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Unsafe transformations

l

if (j < secret_len) { | :>> x = -(j < secret_len) & arr[j]
x = arr[j]; | ((j < secret_len)-1) & x;

}

FaCT: A DSL for Timing-Sensitive Computation PLDI 2019



Unsafe transformations

l

if (j < secret_len) { | :>> x = -(j < secret_len) & arr[j]
x = arr[j]; | ((j < secret_len)-1) & x;

}

Whatif § > len arr?
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Unsafe transformations

l

if (j < secret_len) { | :>> x = -(j < secret_len) & arr[j]
x = arr[j]; | ((j < secret_len)-1) & x;

}

Whatif § > len arr?

Out of bounds access!
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Type system checks safety




Type system checks safety

Check for out-of-bounds accesses




Type system checks safety

Check for out-of-bounds accesses

Solve constraints using Z3




Type system checks safety

Check for out-of-bounds accesses

Solve constraints using Z3

Path sensitive except secret branches




Type system checks safety

Check for out-of-bounds accesses
Solve constraints using Z3

Path sensitive except secret branches

Reject if transformation is unsafe




Transforming to constant-time

e What to transform?
e How to transform?

e What not to transform?

e Evaluation




Transforming to constant-time

e What to transform?
e How to transform?

e What not to transform?

e Evaluation




~valuating FaCT

e Can FaCT express real code?

e IsFaCT code asfastasC?

e Is FaCT more readable than C?




~valuating FaCT

e Can FaCT express real code?

e IsFaCT code asfastasC?

e Is FaCT more readable than C?




Porting code to FaCT

e Rewrite the whole library
® Rewrite a function (and callees)
® Rewrite a chunk of code
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Porting code to FaCT

e Rewrite the whole library
® Rewrite a function (and callees)
® Rewrite a chunk of code
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Porting code to FaCT

e Rewrite the whole library
e Rewrite a function (and callees)
e Rewrite a chunk of code
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Porting code to FaCT

e Rewrite the whole library
® Rewrite a function (and callees)
e Rewrite a chunk of code
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Porting code to FaCT

e Rewrite the whole library
® Rewrite a function (and callees)
® Rewrite a chunk of code

.fact \_'[ FaCT ]_' obj
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Porting code to FaCT

e Rewrite the whole library
® Rewrite a function (and callees)
e Rewrite a chunk of code

.fact \_'[ FaCT ]_'
c \—b[ clang ]—b

FaCT: A DSL for Timing-Sensitive Computation

obj

obj

—> [linker] —>
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Final binary




Porting code to FaCT

e Rewrite the whole library: donna curve25519
e Rewrite a function (and callees): libsodium secretbox
e Rewrite a chunk of code: OpenSSL ssl3/TLS record verification

.fact \_'[ FaCT ]_' obj
c \—'[ clang ] — ob] — [linker] —» | Final binary
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Porting code to FaCT

e Rewrite the whole library: donna curve25519
e Rewrite a function (and callees): libsodium secretbox
e Rewrite a chunk of code: OpenSSL ssl3/TLS record verification
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Real code needs escape hatches

e Declassify secrets to public

o secretbox: if (!declassify(crypto_verify(...))
" return false;

O TLS: b = pmac[declassify(i)];

e Assume constraints for solver
o Function preconditions
o Invariants for mutable variables
e Extern function declarations

o OpenSSL: AES + SHAL implementations

FaCT: A DSL for Timing-Sensitive Computation PLDI 2019



~valuating FaCT

e Can FaCT express real code?

e Is FaCT code as fastas C?

e Is FaCT more readable than C?




Performance vs. C

e Optimized with same optimization flags
e Empirically tested to be constant-time
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Performance vs. C

e Optimized with same optimization flags
e Empirically tested to be constant-time
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Understanding constant-time code
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Understanding constant-time code
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Writing constant-time code
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~valuating FaCT

e FaCT can express real code

e FaCT codeisasfastasC

e FaCT is morereadablethan C




Summary

e DSL for writing readable constant-time code
e Transform secret control flow to constant-time

e Ensure transformations can be performed safely

https://fact.programming.systems







Comparing two buffers in FaCT

secret int32 crypto_verify_ n(
secret uint8[] x,
secret uint8[] vy) {

assume(len x == len y);
for (uint64 i1 from 0 to len x) {
if (x[i] != y[1]) {
return -1;
}
}

return 0;
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Message encoding in FaCT

for (uint64 j from 0 to md_block size) {
secret mut uint8 b = 0;
b = data[j];
if (is_block_a) {
if (J == o) {
b = 0x80;
} else if (j > ) {
b =0;
}
}
if (is_block_b)
if (!is_block_a) {
b =0;
}
if (j >= md_block size - md_length size) {
b = length_bytes[j - (md_block _size - md_length_size)];
}

}
block[j] = b;

FaCT: A DSL for Timing-Sensitive Computation PLDI 2019 Sunjay Cauligi



